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ABSTRACT
A construction for Sv/4 pairwise disjoint quadruple systems on u
points has been given by Lindner. This thesis looks at an implemen
tation of nearly optimal (4,4,v)threshold schemes based on his con
struction. These threshold schemes will have 3v/4 keys, whereas the
best implementation known to date is based on a construction given
by Shamir and yields only v/4 keys. Lindner's construction depends
heavily on the existence of an iV2 latin square of order v/4, thus
several constructions for them have also been implemented. Unfor
tunately, due to the combinatorial nature of the problem, the limita
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Computer Construction of (4,4,t;)-Threshold Schemes
from Steiner Quadruple Systems
1. Introduction
A threshold scheme is a method of distributing partial information about a key
(a data encryption code, a trade secret, the combination to a bank vault, etc.) to
each of a group of participants in such a way that any t or more of them acting in
unison can determine the correct key, but any fewer than t participants cannot
determine the correct key. The value t is called the threshold. A more formal
definition follows.
Definition 1. Given X, \X | = v, a set of shadows (pieces of partial information),
and K, \ K | = m, a set of keys, a
(t,w,v)threshold scheme is a pair (3i,<p), where
is a set of distinct wsubsets (blocks) of X, \ IB \ b, and <f> : 3i-+K, such that:
(1) for all SCX such that \S\ = t, \{<f>(B): SCBe&}\ <1, and
(2) for all S C X such that \ S \ < t, \{<f>(B): SQB
t=&}\*= 1.
In other words, any t shadows determine at most one key while any less than t sha
dows do not determine a unique key.
1.1. Background
The idea of threshold schemes was first introduced in 1979 by Shamir [Sh] and
Blakely [B]. Since that time a variety of threshold scheme constructions have been
given. The majority of these constructions are based on linear algebra (e.g. Kothari
[K]). Recently, however, Stinson and Vanstone [SV] have given some constructions
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for threshold schemes based on combinatorial designs. In this thesis we consider a
construction for threshold schemes that, while not optimal, beats the threshold
value of Stinson and Vanstone's constructions; and that, while accommodating only
four participants, contains three times as many keys as Shamir's schemes. Then we
discuss the major issues of an implementation of these schemes. The issue of
greatest concern will be the space complexity of the system.
In order to demonstrate the rationale behind the choice of combinatorial
designs to derive constructions of threshold schemes, it is necessary to first discuss
the notion of security in threshold schemes and give some definitions and theorems.
To begin with, consider the key space K containing m keys k, k2, , km such that
jfct- =t=
kj for 0 < i
=?-
j < m. The probability distribution on if is a discrete uniform dis
tribution, and for all 0< < m, p(k{)
= 1/m. That is to say, in the absence of any
other information, the probability of choosing the correct key is simply the recipro
cal of the number of keys. Now consider the set X of pieces of partial information.
Every subset SCX defines a conditional probability distribution on K, where the
odds of
"guessing"
the key kK axe equal to p(k | S). With this in mind, the fol
lowing concept is introduced.
Definition 2. Given a
(t,w,v)threshold scheme and a nonnegative integer
t'
< t, the threshold scheme is said to be perfectly
t'
secure if for every subset
S C X such that \S\ =
t'
and | {B <E<B : SQ B} | > 1, and for every key keK,
p(k\S)=p{k).
That is, any subset of fewer than t pieces of partial information (elements of X)
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gives absolutely no information about any key.
Considering the above definition, one could observe that a threshold scheme
with some sort of uniform structure would be more likely to be perfectly t
'
secure.
Before going on then, consider the following definition of one sort of uniformity for a
threshold scheme.
DEFINITION 3. A threshold scheme is said to be regular if
(1) for every key k e K, \ {B e
<j>~1
(k)} | = b /m, and
(2) each block B G<^_1(A;) is chosen with equal probability m/b.
So, not only does a regular threshold scheme have a uniform structure, but the
method of choosing which block of partial information to distribute must not favor
any single block over any other block.
The two preceding definitions are now combined in the following result.








a non-negative integer X(S) such that for every key kK,
\{Be(j>-x(k):SCB}\ = \{S).
From this result, a simple counting argument allows one to immediately obtain the
following Lemma due to Stinson and Vanstone [SV].
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Lemma 2. // a regular threshold scheme is perfectly t
'
secure, then it is perfectly
t"
-secure for all t", 1 <
t"
< t'.
In order to help clarify these ideas, a tabular representation of a perfectly t
'
secure








) and an entry of 0 indicates
that S{ ^ Bj. Note that every key is associated with the same number of blocks,
and in any given row the number of 1 entries is the same for each section (i.e. for





5, #2 B3 Bt Bb B$ B-j Bs
...
Bim-z Bim-2 Bim-i Bim
Si 1 0 1 0 1 1 0 0 0 1 1 0
s2 0 0 0 0 0 0 0 0 0 0 0 0
s3 1 1 0 0 0 1 0 1 1 0 0 1
st 1 1 1 0 1 0 1 1 0 1 1 1
s, 1 1 1 1 1 1 1 1 1 1 1 1
5(?) 0
0 1 0 1 0 0 0 0 1 0 0
Finally, to conclude this section, a definition characterizing threshold schemes
that are perfectly (f-l)-secure is presented.
Definition 4. A regular
(t,w,v)threshold scheme is said to be perfect if it is per
fectly (t-l)-secure.
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Given the above background information, it is now possible to move on and give a
combinatorial characterization of regular threshold schemes.
1.2. Perfect Threshold Schemes from a Combinatorial Perspective
To begin this section it will be necessary to define several terms. Consider first
the definition of awuniform hypergraph.
DEFINITION 5. Let ftbea collection of w-subsets (blocks) of a v-set X. Then the
pair (X, 6X) is said to be a
w
uniform hypergraph on v points.
Note that bX was referred to as a collection rather than a set of blocks. This is
because bX is allowed to contain
"repeated"
blocks. Such collections are sometimes
referred to as multisets. When dealing with multisets, one item of interest will be
the number of times a particular block (subset) is "repeated". That number is
known as the multiplicity of that block. In the case that bX is a set each block has
multiplicity one and (X, bX) is said to be simple.
Suppose (X, bX) is a
w
uniform hypergraph on t; points, as discussed above.
Then the
t'
induced hypergraph of (X,bX) is defined as follows:
DEFINITION 6. Given any
nonnegative integer t
'
< w and a w-uniform hypergraph
(X,bX), then the
t'
-induced hypergraph of (X,bX) is the pair (X,6X(t')), where
W) = UA&*{S'' l5l=*''5^>-
Notice that even if (X,bX) is simple, (X,bX(t')) need not be unless
t'
=w, in which
case b\ and bX{t') are equivalent.
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At this point it is possible to define a relationship between two tv-uniform
hypergraphs.
Definition 7. Two tu-uniform hypergraphs (X,^) and (X,bX2) are said to be
t-compatible ii (1) bX^t) C\oX2(t) = <p, and (2) bX^t-1) = bX2{t-l).
In other words, two t/--uniform hypergraphs are tcompatible if their tinduced
hypergraphs are disjoint and their (t-l)-induced hypergraphs are identical.





THEOREM 3. (Stinson and Vanstone [SV]) There exists a perfect (t,w,v)threshold




uniform hypergraphs on v points.
As in any security scheme, the total number of possible keys is important; there
must be enough keys to discourage any attempt by the enemy to systematically
check all possible keys. Consequently, one would like a way to determine the max
imum number of keys that a perfect
(t,w,v)threshold scheme can handle. From
Theorem 1 it can be seen that this maximum number of keys is just the maximum
number m(t,w,v) of pairwise
t
compatible w-uniform hypergraphs on v points. An
upper bound on m (t,w, v) due to Stinson and Vanstone is presented in Theorem 4.
Determining the exact number m(t,w,v) is NP-hard [SV].
THEOREM 4. (Stinson and Vanstone [SV]) m(t,w,v) < (v-t + 1) / (w-t + 1) .
Note that in schemes where w = t, m(t,w,v) is simply bounded by v t + 1.
The next task is to determine when the upper bound given above can actually
be obtained. Before proceeding, however, a brief description of Steiner systems is in
order. Given integers t, k and v, 1 < t < k < v, an S(t,k,v) Steiner system, hereafter
referred to as an S(t,k,v) system, is a simple (i.e. has no
"repeated"
blocks)
Aj-uniform hypergraph (X,bX) on v points such that every tsubset of those v points
occurs in exactly one block. Put another way, bX(t) is simply the set of all
t
subsets
of X. Furthermore, a Steiner system is said to be partitionable if it is possible to
partition bX (the set of blocks) into the subsets 0X1, bX2, ..., bXj,
j=(vt+l)/(kt+i), such that each Auniform hypergraph (X,bXA, 1 < < j , is
an S(tl,k,v) Steiner system. (For a more thorough treatment of Steiner systems
and designs in general see [BJL].) With this brief definition of Steiner systems in
mind, we present the following result due to Stinson and Vanstone.
Theorem 5. (Stinson and Vanstone [SV]) m(t,w,v) =
(v t-\-\)/(w
1+1) if and
only if there exists an S(t,w,v) Steiner system that can be partitioned into
S(tl,w,v) Steiner systems.
Stinson discusses in [St] several situations where this theorem allows one to deter
mine exact values for m(t,w,v). In those cases where
m(t,w,v)
= (v-t+l)/(w-t+l), the resulting (t,w,v)-threshold scheme is
described as optimal.
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1.3. A Threshold Scheme from Pairwise Disjoint 5(2,3,9) Systems
As an example of what we are trying to accomplish, let us consider a
scaleddown example. Instead of looking at some (4,4,v)threshold scheme, I shall
present a
(3,3,9)threshold scheme. This scheme is generated by partitioning the
5(3,3,9) system into seven 5(2,3,9) systems. In 1974 R. Wilson [W] gave a scheme
for partitioning an 5(3,3,v) system into
v2 disjoint 5(2,3,t>) systems, whenever
v 2 = 7 modulo 8 is a prime. Stinson and Vanstone [SV] make use of this partition
ing scheme to give a general construction for optimal (3,3,v)threshold schemes,
again for v2 = 7 modulo 8 a prime.
Let (X,bX) denote the 5(3,3,9) system where X = Z7U{fl>o} and bX is the
set of all 84 = (o) triples (blocks) on the | X \ = v points. To partition the 84 triples
into seven 5(2,3,9) systems (X,A{), 0< <7, first construct the 12 blocks of A 0 as
follows [SV]:
1 block: {o,a,0};
5 blocks: {x,y,z}, x=hy^z=hx and x+y+z = 0, x,y,ze7L7;
3 blocks: {a,x, 2x}, x a quadratic residue in TL7\ and
3 blocks: {a,x, 2i}, x a quadratic non-residue in 7L7.
To complete the partition of the 5(3,3,9) system into 5(2,3,9) systems it is
necessary to extend
addition modulo 7 to all points of X by defining a+i = a and
a+i= a, for t'eKy. The remaining
systems are constructed by simply letting
A{ = {{x-ri, y+i, z+i} : {x,y,z}eA0},




A0 Ai A2 A3 A4 A5 A6
aaO a a 1 aal aaZ aa.4 a ab aa6
016 120 231 342 453 564 605
025 136 240 351 462 503 614
034 145 256 360 401 512 623
124 235 346 450 561 602 013
356 460 501 612 023 134 245
al5 a26 a30 a41 a52 a63 a04
a23 a34 a45 a56 o60 aOl al2
a46 a50 a61 a02 al3 a24 a35
a31 a42 a53 a64 a05 al6 a20
a62 a03 al4 o25 a36 a40 a51
o54 a65 a06 alO a21 a32 a43
The pair (X, bX) thus forms a
(3,3,9)threshold scheme with K= {0,1,...,6}. If
we assume that for any given key the block of shadows to be distributed is chosen
at random, then (X, bX) is clearly regular. And since each A, is an 5(2,3,9) system,
then (X,bX) must be perfectly
2
secure. Thus, (X,bX) is a perfect
(3,3,9)thres
hold scheme. In addition, it can be seen directly from Theorem 5 that this scheme
is optimal.
The construction given above for this scheme is easily generalized to a scheme
with any number of keys, k, where k
= 7 modulo 8 is a prime [SV]. In the case
presented here with k= 7, all possible blocks of shadows were generated; however,
in practice it is not necessary to generate any blocks in advance; nor is it necessary
to generate more than two blocks when selecting a block of shadows to distribute.
To select a block of shadows to be given out for k{, simply generate a random block
of A0 and add i to each element of that
block to obtain the block of shadows to dis
tribute.
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Determining the key corresponding to a group of shadows in this case is also
relatively simple and can be done on average in 0(1) time [SV]. It is just a matter
of determining which case of the construction generated the block and then per
forming the "inverse
construction."
So is is possible to easily and efficiently imple
ment optimal (3,3,)threshold schemes. However, the major practical limitation
to such a system is that it only involves three participants and has a threshold of
only three. In practice, larger numbers of participants and a greater threshold are
generally desirable. If a similar method could be found for partitioning an 5(4,4,u)
system into Steiner Quadruple Systems, then it would be possible to construct a
threshold scheme for four participants with a threshold of four.
Actually, Shamir's scheme [Sh], which is based on interpolation of polynomials
in GF(v), for v a prime, can be used to construct both (3,3,
v)
and
(4,4,v)threshold schemes. In fact, it can be used to construct any
(t,w,v)threshold scheme, 0<t<w<v and v a prime [Sh]. However, such a
scheme provides only v/w keys [St]. Stinson and Vanstone's (3,3,
v)threshold
schemes, by contrast, provide
v2 keys; and the (4,4, v) schemes that we are con
sidering provide 3v/4 keys three times as many
as Shamir's schemes with
t = w = 4.
2. Constructing 3u/4 Pairwise Disjoint 5(3,4,v) Systems
Suppose it is possible to partition an 5(4,4,u) system into 5(3,4,t;) systems in
much the same way 5(3,3,w) systems can be partitioned into v-2 disjoint 5(2,3,u)
systems, thereby creating a (4,4, v)-threshold
scheme. Such a scheme with t; sha
dows would be optimal and would have v-3 keys (Theorem 2). Unfortunately, no
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simple and efficient method of partitioning 5(4,4,v) systems is known. In fact, no
method is known. However, Lindner has given the following result.
THEOREM 6. (Lindner [L2]) For all v > 16, v= 8, 16 modulo 24, there exist at least
3v/4 pairwise disjoint 5(3,4,v) systems.
Combining this result with Theorem 3, we know m(4,4,v) > 3v/4 for these values
of v. Otherwise, the best lower bound to date [St][Sh][T] for m(4,4,v) is
(v/3 for v = 0,6 modulo 12,
' ' '
| v/4 for v
=
4, 20 modulo 24, v/4 a prime power.
In the paper [L2] where he gives this result, Lindner also gives a construction
for the 3v/4 pairwise disjoint 5(3,4,v) systems. We will use this construction as
the backbone of a computerized implementation of perfect (4,4,v)threshold
schemes. Again, the schemes produced will not be optimal; however, they will have
significantly more keys than any other current implementation.
The implementation will consist of two main tasks. The first is to generate a
random block of the scheme whose four elements (shadows) are to be distributed
among the four participants. The set of shadows will simply consist of the integers
0, 1, ...,
(v
1), so we could simply select four of those v integers at random; how
ever, it would then be necessary to
determine which, if any, of the 3v/4 keys that
block would be associated with. Instead, we will randomly select one of the 3v/4
keys, use Lindner's construction to generate the 5(3,4,v) associated with that key,
and then randomly select one of those
blocks to distribute. The requirement that
each block be chosen with equal probability dictates that these selections be made
-12-
randomly.
The second task that must be performed is to determine the appropriate key
from a given block. This is significantly more complicated than the first task. The
scheme needs to be large enough (contain enough keys) that someone cannot simply
try every possible key. In such a system it clearly will be impractical, if not impos
sible, to simply store all 3v/4 pairwise disjoint 5(3,4,v) systems and then search
them to find a matching block. It would thus be very valuable to have a computa
tionally efficient "inverse
construction"
for decoding a block of shadows, but this
appears to be difficult to achieve. As a result, a rather brute force approach is
taken. The implementation details of this task, as well as those of the first task,
will be discussed in the next chapter; but first we need to look at Lindner's con
struction of the 3v/4 pairwise disjoint 5(3,4,v) systems. In order to be consistent
with Lindner's notation and terminology, we will take v= 2, 4 modulo 6, v>4, for
the remainder of this thesis. So we will be constructing 3v pairwise disjoint
5(3,4,4v) systems. Note that v = 2,4 modulo 6, v>4, implies 4v= 8, 16 modulo 24,
4v > 16, as required by Theorem 6.
2.1. Supporting Algorithms
The main construction relies on three important supporting algorithms: an
algorithm for constructing an 5 (3,4, 2v) system from an 5(3,4,v) system, an algo
rithm for constructing an 5 (3,4,4v) system from an 5(3,4,v) system, and the con
struction of iV2-latin squares. Both algorithms for constructing larger quadruple
systems from any given quadruple system are
due to Lindner [L2] who refers to
them as the 2v construction and the 4v construction, respectively; and we will do
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likewise. When constructing any quadruple system we will always choose the v-set
of points to be 7LV, the integers modulo v. Although any velement set Q will do in
the subsequent constructions, choosing Q = 7LV makes the programming job easier.
2.1.1. 2v Construction (Lindner [L2])
The 2v construction is relatively simple. Let (Q,q) be an 5(3,4,v) system on
the set of points Q = 7LV and let a be any permutation on Q. Set
Q'
equal to the
collection of ordered pairs Q X {i,j}. Now, for each block (quadruple) {x,y,z,w} . q,

















for every subset {x,y} C Q. Then
(Q'
) will be an 5(3,4,2v) system
on Q x {i,j}.
2.1.2. 4v Construction (Lindner [L2])
The 4v construction is somewhat more involved than the 2v construction, con
sisting of four parts. In
addition to those things needed for the 2v construction,
another permutation /? on Q is necessary; (3 need not be related in any way to a.
Also the set
Q'
of ordered pairs must be modified so that we have
Q>
=Qx {i,j,s,t}; and we let n= {[i,j),(s,t)}.
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The first part of this algorithm employs the 2v construction. That construc
tion is performed twice on (Q,q): once using the points Q x {i,j} and once using
the points Qx{s,t}. All (?)/4 blocks from each of the two 5(3,4,2v) systems
created are placed in (Q
'
,q'). Part two of this construction adds 8(J) blocks to





The third part of the construction generates 48 (3) /4 blocks. Note that (q)/4 is the
number of blocks in q. So for each of those blocks we will add 48 new blocks to q
'
in the following way: for each of the (9) =6 pairs {x,y} in each block {x,y,a,b} 6 q





Finally, the fourth part constructs the remaining
v2
blocks needed to complete
(Q',q') using the rule: for every ordered pair (a,b)eQxQ place the block
{{a,i),(aa,j),(b,s),(bl3,t)} into
q'
. Again, for a slightly more formal description of
this construction see [L2].
- 15-
2.1.3. N2Latin Square Constructions
The third and final supporting topic we need to discuss is the generation of
N2latin squares. First of all, a latin square of order nisan wxn table of elements
from xG7Ln, such that each element appears exactly once in each row and exactly
once in each column of the table. Consider a latin square L of order n and let L{j




column of L. For L to be an 7V2-latin
square there must not exist any i,j,ki,k2E2Ln such that L^j = Li+kuj+ki and
L{+iCij
= Liij+ili. In other words, an
N2latin square is simply a latin square that
does not contain any subsquares of order two.
Unfortunately, constructing N2latin squares is not as simple as it might at
first seem. There are several cases which must be considered based on the order n
of the square to be constructed. The first case, n odd, is rather trivial since the
group operation table for the cyclic group of order n is an
N2latin square. Next,
let us consider those orders n that are even and have an odd factor m ; this includes
all even values that are not powers of two. In this case Kotzig, Lindner, and Rosa
[KLR] give an algorithm for generating an
N2latin square of order n using an
N2latin square of order m as the basis for a
"doubling"
scheme. They start with
the JV2latin square of order m and then create an
N2latin square of order 2m.
This step is repeated to obtain an
N2latin square of order 4m, and so on until the
N2-latin square of order n
= 2*m has been generated.
N2latin squares of orders that are powers of two are the most difficult to con
struct. For orders two and four, no 7V2 latin square exists [KLR]. There are
exactly three
non-isomorphic iV2 latin squares of order eight which were found by
- 16-
Denniston [D] via an exhaustive computer search. McLeish [M] presents construc
tions for N2latin squares of all orders n = 2k, k>6. Her constructions rely on the
direct product and singular direct product of certain smaller N2latin squares.
Finally in 1978, Kotzig and Turgeon [KT] settled the problem of 7\T2-latin square
existence by presenting a construction for all even orders n, n ^ 0modulo 3 and
n ^3 modulo 5, thereby covering the remaining open orders n = 16 and n = 32.
2.2. The Construction
The 4v construction as described above in section 2.1, will generate one
5(3,4,4v) system. Now we need to look at some way of making repeated use of it
to generate 3v of them that are pairwise disjoint. The method we are going to
describe is due to Lindner [L2].
To begin, we will need to define a few terms. Recall that Q 7ZV, and let ?,y
be a collection of quadruples. Then (Q x {*,j}, B-yi), (Q x {i,j}, 5,y2), . . .,
(Q x {>./}> B{jv), t'^-jG {0,1,2,3}, will represent any collection of v pairwise disjoint
5(3,4,2v) systems. Such a collection can be obtained by performing the 2v con
struction v times on a given 5(3,4,v) system using any collection of v permutations
on Q that form an N2-latin square of order v.
Next we define B(n,a,(3) to be the representation for the collection of blocks
generated by parts two, three and four of the 4v construction. Also, let
^
= {(0,1), (2,3)}, tt2 = {(0,2),(1,3)}, tt3
= {(0,3),(1,2)}, and </> be a ->-cycle on Q.
It should be noted that v will always be even since quadruple systems exist only on
the orders v
= 2, 4 modulo 6 [H].
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Finally, we can construct the 3v pairwise disjoint 5 (3,4,4v) systems on the set
of points, S=Qx {0,1,2,3}, as follows:
(a) v quadruple systems (5, B01k \J B23k\J B(nu4>k,<pk)), k = l,2,...,v;
(b) v quadruple systems (5, B02k \J Blzk \J B(n2,<pk,<j>k+2)), k = l,2,...,v;
(c) v quadruple systems (5, Bozk \J Bl2k \J B{ir3,<f>k,<f>k+1)), k= l,2,...,v.
Again, while any four-element set would do, the choice of the set {0,1,2,3} makes
the programming task easier. For a proof that the collection of quadruple systems
hereby produced are in fact pairwise disjoint, refer to [L2].
3. Implementing (4,4,4v)Threshold Schemes
In order to create a practical implementation of a (4,4,4v)threshold scheme
based on Lindner's construction of 3v pairwise disjoint 5(3,4,4v) systems there are
three basic things that are necessary:
(l) choosing an admissible value for v and constructing the 3v pairwise dis
joint 5(3,4,4v) systems;
(2) for a given key value k, 0<k<3v, selecting a random block of the
kth
quadruple system and distributing the shadows to the participants;
(3) taking a set of four shadows and determining which key, if any, it
represents.
The difficulty here is that the number of blocks in each quadruple system increases
exponentially with v ; thus, we will quickly run out of space if we try to store all the
pairwise disjoint 5(3,4,4v) systems. Fortunately, it is not necessary to actually
store them.
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3.1. Generating 3v Pairwise Disjoint 5 (3,4,4 v) Systems
Though it is not necessary to actually store any of the 3v pairwise disjoint
5 (3,4,4v) systems, an implementation which will generate them will serve as the
basis for the implementation of the threshold scheme. In fact, in the course of
development the first program that was written generated each of the 3v pairwise
disjoint 5 (3,4,4v) systems and stored them in separate files. While this program
has limited practical value, due to storage constraints, it was very valuable for
checking the correctness of other programs; it might also be useful in other research
where a number of pairwise disjoint quadruple systems are desired. We will there
fore proceed to describe this program.
One important consideration is the method used to internally represent qua
druples. Recall that in section 2.2 the set 5 of 4v points was represented as the set
of ordered pairs Q x {0,1,2,3}. Since single integers are more efficient to represent
on a machine than axe ordered pairs, the implementation relies on a mapping of the
ordered pairs of 5 onto the integers. Let xEQ and y {0,1,2,3}, then the mapping
(x,y) ? x+vy gives a set of points,
5'
=ZS4p, making it possible to represent a
quadruple as a set of 4v bits, where the four bits representing the four elements of
the quadruple are ON and all other bits are OFF. There are two reasons for this.
First, as a result of the mapping just described, the construction often involves the
addition of a given multiple of v to each member of a set, which can thus be accom
plished by a simple cyclic bit-shift. The second reason is that we can efficiently
compare two quadruples using bit operations. Unfortunately, this method of
representation limits the maximum value of 4v to the wordsize of the machine.
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Thus, several routines were developed to perform bit operations on multiple-word
sets. Unlike usual bit-shift operations which discard bits as they are shifted off, the
new bit-shift operations are in theory cyclic and thus do not discard any shifted
bits. This is necessary because we are performing modulo 4v arithmetic. In prac
tice, however, the situation never arises where the usual type of bitshift operations
cannot be used. It should be noted here that this bitset representation is only
used for the new quadruples being constructed. At first glance, this method of
representation may seem to be a waste of memory for large values of v; but since
only a small constant number of these
bit
sets are used, the waste is negligible.
As we saw in the previous chapter, a quadruple system and an
N2latin
square, both of order v, are needed in order to construct the 3v pairwise disjoint
5(3,4,4v) systems of order 4v. Additionally, a v-cycle is necessary. Consequently,
our implementation expects two ASCn input files one containing the quadruple
system and the other containing both the
v
cycle and the iV2 latin square. The
quadruple system file should have one quadruple per line, with the four points of
each quadruple in any order, separated by spaces. The second file will contain v+1
lines, the first containing the v-cycle and the remaining v lines containing the
N2latin square. Although it is necessary to read through the quadruple file twice
for each 5(3,4,4v) system constructed, the file will not be read and stored inter
nally due to its size c(o)
= 0(v3) bytes. Instead, each quadruple will be read
from the file when needed, stored temporarily in a 4x1 array, and then discarded.
The v-cycle on the first line of the second file is, however, read and stored inter
nally in a v X 1 array before the actual
construction begins; but the N2latin square
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will be read one line at a time during the construction, each line being temporarily
stored in a v x 1 array, used, and then discarded when the next is read. In order to
keep the system flexible, all of these arrays are dynamically allocated based on the
value of v entered by the user.
Once the two files are read in, the construction can begin. The 3v pairwise dis
joint 5(3,4,4v) systems are constructed one at a time, each being written out to a
separate file. In fact, each quadruple is written out as it is generated. In this way a
great savings of internal memory is realized and the maximum number of open files
is not exceeded. As an aside, it should be noted that the 3v output files will each
have the same format as the input quadruple system file.
For the actual construction, a loop of v iterations is used. The time
through this loop, a new permutation, the row of the iV2 latin square, is read in
and three pairwise disjoint 5(3,4,4v) systems are constructed one of each of the
three types, (a), (b) and (c) of the construction in section 2.2. In each quadruple
system constructed, the first 2 ( 3^/4 quadruples are those generated by part one of
the 4v construction, the next 8() blocks are those generated by part two, the next
48(o)/4 blocks are generated by the third part, and the final
v2
quadruples are
those generated by part four of the 4v construction.
3.2. Constructing a Block of Shadows for a Given Key
As we noted above, it is not necessary to actually
construct and store all 3v
pairwise disjoint 5(3,4,4v) systems in order to implement the threshold scheme.
Instead, we simply generate a random block
of shadows associated with the user-
-21-
specified key, fce{0,l,...,3v}. To accomplish this we simply modify the implementa
tion discussed above. As above, the same two files are necessary and must be read
in the same way. Additionally, the user must specify the key k; and a random
integer n, 0 < n< (^)/4, is generated. It is then possible, from the values of v and k,
to directly compute the values of all indices of the various loops in the above imple
mentation when the
nih
block for the key Jfe would be generated. Thus the loops
can be eliminated from this version of the above implementation, allowing us to
generate a random block of shadows in 0(v) time. The reason we cannot do it in
0(1) time is because it is necessary to read in the v-cycle and one line of the
N2latin square. Note: this assumes direct file access capability on the quadruples
file, without which the time to generate a random block of shadows is 0(v3).
3.3. Decoding a Block of Shadows
Since no direct method is known for decoding a set of shadows, it is necessary
to begin generating all quadruples until one is found that matches the given set of
shadows. To do this requires very little modification to the implementation dis
cussed in section 2 above. Instead of writing out the quadruples as they are gen
erated, we simply compare each one to the set of shadows entered by the user and
then discard it, until a match is found. When a quadruple is generated that
matches the given set of shadows, we simply output the number of the quadruple
system currently being
"constructed"
as the key. If no match is found then the set
of shadows is not valid. Clearly, decoding a set of shadows is much less efficient
than generating a set of shadows. The worst case occurs when the block of shadows
is not associated with any key; all 3v( qj/4 must be generated and checked, thus
-22-
taking 0(v4) time.
3.4. Generating Needed Input Files
In our discussions above, we simply assumed that the necessary input files
were available; unfortunately, that is not the case. They must be generated also.
In order to generate them, an implementation of Lindner's [L2] 2v construction has
been developed and may be repeatedly applied to any of the quadruple systems
listed in Appendix B. To obtain other quadruple systems with orders that are not
even multiples of the order of one of the quadruples listed in Appendix B, see
Lindner and Rosa [LR] for the necessary construction.
Generating the other file is somewhat easier. A UNLXf Korn shell script has
been provided to create it. The user simply enters the name of the scheme for
which the file is needed and the order n. The shellscript first calls a program to
generate an
n
cycle and place it in the file, and then calls the program containing
implementations of all the N2latin square constructions mentioned in Section
2.1.3, appending the square it generates onto the file. Since squares of some orders
can be generated by more than one of the constructions cited, it should be men
tioned that the construction given in [KT] is only used for orders n = 2h,
h^3 modulo 4, /i>3; and, the direct product construction given in [M] is therefore
used only when n
=
2h
and h = 3 modulo 4, h > 3. This situation arises precisely
when
2h
= 3 modulo 5.




Having successfully developed a software system which implements
(4,4,4v)threshold schemes, an important question that must be asked is: Is the
system of practical use, and what are its limitations? Unfortunately, in this case
the limitations are such that the system described in section 3, with a large enough
number of keys to be of practical use, is impossible on most current hardware confi
gurations. We shall first look at exactly what the limitations are and then at possi
ble improvements to the system.
4.1. Limitations
Often when trying to implement algorithms to solve combinatorial problems,
the limiting factor is time. The machine might run for days, months or even years
without finding a solution. In our system the decoding operation is the most expen
sive, taking worst-case time 0(v4). While this may present a problem for large
enough values of v, the speed of the machine is of secondary concern. Space is a
much greater concern. On a typical system available to a user of this system, both
external storage and primary memory capacities will limit the value of v long before
the machine's speed does. The two input files the file containing the 5(3,4,v)
system and the file containing the v-cycle and the iV2-latin square are the rea
son for this.
Consider first of all the file containing the 5(3,4,v) system. It contains Q[)/4
quadruples each taking 4(1+ [1 + log, vj ) + cx+c2 bytes, where cx is the number of
bytes used to store the newline character and c2 is the amount of file overhead.
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Assuming a value of cx = 1 and ignoring c2, some exact storage requirements are
given in Table IH; but, in general, the file requires 0(v3) bytes of external storage.
Table m
Number of Number of N2-latin square 5(3,4,v) system
points (v) keys (3v) memory requirements storage requirements
(bytes) (bytes)
8 24 256 126
16 48 1024 1820
32 96 4096 16120
64 192 16384 135408
128 384 65536 1450848
256 768 262144 11744960
512 1536 1048576 94514560
1024 3072 4194304 936773376
2048 6144 16777216 7505186304
4096 12288 67108864 60085509120
The file containing the
v
cycle and
iV2latin square does not present such a
problem in terms of external storage it requires 0(v2) bytes generating it is
another matter. As we saw earlier, it was necessary to implement several different
constructions for N2latin squares, with the value of v determining which one to
use. These constructions are very different from each other and tend not to fill in
entries in any sort of localized manner one row at a time, for example. Conse
quently, it seems prudent, for efficiency of time, to store the entire square in inter
nal memory while it is being constructed. Unfortunately, 0(v2) bytes (4v2, to be
exact) of
internal memory does present a major problem. Table HI also presents
the memory requirements for the selected values
of v. As can be seen from looking
at Table IH, a typical machine will run out of internal space at about the same time
it runs out of external storage approximately when 256
< v <512. A system with
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a value of v in this range certainly does not have enough keys to discourage some
one from checking all of them.
4.2. Improvements
Clearly it would be useful to find a way to improve the software to allow
machines of average size and speed to handle (4,4,4v)threshold schemes with a
reasonably large number of keys. The most obvious place for improvement is in the
amount of space required to store an 5(3,4,v) system. At first glance, one possibil
ity would be to store the numbers (points) as integers, rather than in ASCn format
as we have done; however, no savings is realized until v > 1000, since each integer
requires four bytes of storage. Even then the savings would only be by some con
stant multiplier, not by an order of magnitude. What we really need is some novel
method of storing these quadruple systems that will require no more than 0(v2)
bytes of storage.
Another way in which this system could be improved is perhaps more feasible,
though certainly not trivial. The problem of insufficient memory space that we
encounter when trying to construct a reasonably large
N2latin square could be
avoided by developing a paging scheme. This scheme would keep only a small por
tion of the square being generated in memory at any one time; and whenever a sec
tion of the square outside of that currently in memory were referenced, then the
section in memory would be swapped with the
appropriate section from storage.
The difficulty is, as we alluded to earlier, is that most of the various constructions
"jump"
all around in terms of the entries being accessed. To make this idea effi
cient enough to be worthwhile would require redesigning the constructions so that
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they reference entries of the square being generated in very localized patterns.
Finally, if we were able to accomplish the above improvements, then the speed
of the decoding segment of the system would become of concern. Unfortunately,
making improvements here appears to be very difficult. There seem to be too many
variables involved to allow for a direct decoding algorithm. Perhaps, however, some
more clever representation of the points would allow this. Of course, such a
representation might also require more storage space, which would be counterpro
ductive.
We now come back to the first part of our question: Is the system of practical
use? and we answer affirmatively, even without making any of the above improve
ments. Consider a typical combination lock having only 36 different keys. It is a
simple matter to check all of them, but by requiring a sequence of three of those 36
keys to open the lock, checking all
363
possibilities is prohibitive. Similarly, we can
generate two or more random blocks of shadows from a scheme having say 768 keys
(v = 256) and give each participant at most one shadow from each block. Dictating
that the blocks of shadows be decoded in some particular order would be difficult,
but also unnecessary. Even without stipulating any order, we would have ( 2 ) dif
ferent possibilities. In this way we believe that the system developed in this thesis
can have practical use.
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In order to present the similarities and differences between the cons4v, sha
dows and decode programs more concisely than the source code does, the
pseu-




Let v = 2,4 modulo 6, v>4.
Let L be an N2latin square of order v.
Let <j> be a vcycle onffi.
Let7T0 = {(0,l),(2,3)},7r1 = {(0,2),(l,3)},7r2
= {(0,3),(l,2)}.






*- 0 to 3 do
















Global variables: v, b, key, blk
Let v = 2,4 modulo 6, v > 4.
Let 6 = (s)/4, blksl = 2{\v)/4, blks2 = 8{%), Mfal = 48g)/4.
Let 0 < key < 3v.
Let L be an N2latin square of order v.
Let <f> be a vcycle on Z.
Let7r0 = {(0,l),(2,3)},7T1 = {(0,2),(l,3)},7r2 = {(0,3),(l,2)}.
i <-Jfcey/3 + l
j<^key%3






















Global variables: v, B
Let v = 2,4 modulo 6, v > 4.
Let L be an iV2latin square of order v.
Let B be the block of shadows to decode.




= {(0,1), (2,3)}, nx = {(0,2),(1,3)}, tt2 = {(0,3), (1,2)}.
B <- LNTERACTIVE_INPUT_QUAD(4v)




for j <- 0 to 3 do
key<3 + j
if i<2














All the source code for this (4,4,4v)threshold scheme implementation was
written in the C programming language under the UNLXf operating system running
on the AT&T 3B series of computers. This appendix contains all the source code
for the following executables:
shadows, decode, NScons, checkv, and cycle.
Also included is the Korn shell script makejpfile that combines the two programs,
NScons and cycle, into one command that can be used to generate the permuta
tions file needed by the shadows and decode programs. The source files included
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In addition to those programs necessary to actually make use of a
(4,4,4v)-threshold scheme with 3v keys, this manual also includes descriptions of
the auxiliary programs that were written and used in the process of implementing
and testing the main system. The program descriptions will be given in alphabeti
cal order.
cons2v blockfile permfile 2v
Description:
consSv will generate one or more S(S,4,2v) systems from an S(3,4,v) system
using Lindner's 2v construction. The S(3,4,t;) system should be located in
blockfile which must be an ASCII file with one quadruple per line of the file.
Each quadruple is represented as four integers separated by whitespace. The
integers must all be in the range 0,1, 1. The number of S(3,4,2v) sys
tems generated depends on the the number of permutations in permfile. One
system is generated for each permutation. The S(3,4,2t/) systems constructed
will be pairwise disjoint if and only if the permutations form an
N2latin
square. The format of permfile is analagous to the format blockfile. The value
2v expected on the command line is the order of the Steiner Quadruple
System(s) to be constructed. It must be exactly twice the order of the quadru
ple system in blockfile. The newly generated quadruple systems will each be
placed in a separate output file: quads.2v.i where i is replaced with the number
of the row of permfile that generated it.
cons4v blockfile permfile 4v
Description:
cons4v will generate 3t; S(3,4,2t;) systems from an S(3,4,t>) system using
Lindner's 4v construction. The 5(3,4,1)) system should be located in blockfile
which must be an ASCII file with one quadruple per line of the file. Each qua
druple is represented as four integers separated by whitespace. The integers
must all be in the range 0,1,...,v-1. permfile must contain v-1 rows each
containing v integers also in the
range 0,1,...,v-1. The first row must be a
v-cycle on 2L. If the remaining v rows form an iV2-latin square, then the 3v
systems of order 4v produced will be pairwise disjoint. The value 4v is the
55-
order of the quadruple systems to be produced. The newly generated quadru
ple systems will each be placed in a separate output file: quads.2v.i where t is
replaced with the number of the row (minus 1) of permfile that generated it.
cycle n
Description:
cycle generates a random
n




decode prompts the user(s) to enter four shadows and then returns on standard
output the key, if any, that block of shadows represents in threshold scheme
schemename. The files schemename.quads and schemename.perms must exist.
schemename.quads must contain an 5(3,4,v) system and sc/iemename.perms
must contain a
v
cycle followed by an N2latin square of order v. See the
descriptions of consSv and cons^v for more information on file formats.
latin rectangle rows [columns]
Description:
latin is used to test the file rectangle to see if it contains a latin rectangle. The
number of rows and columns of the file must be specified on the command line.
columns is optional when the rectangle is square.
make_pfile
Description:
makej-file can be used to construct an appropriate permutations file for a
threshold scheme. It will prompt the user for the name of the threshold
scheme for which to generate the file, and also for the value v of the system.
First a random v-cycle is generated and then an N2-\aiin square of order v.




N2cons will generate an AT2-latin square of order n and write it on standard
output. For some values of n, the same square will always be produced, while
for other values, one of a few possible squares will be randomly chosen.
N2test squarefile squaresize
Description:
N2test will test squarefile containing a square of size squaresize to see if it con
tains any subsquares of order 2. To be sure that squarefile contains an
N2latin square, the program latin must also be used.
shadows schemename 4v key
Description:
shadows will generate a random block of four shadows associated with the key
key of the threshold scheme schemename having order 4v. As with decode,
shadows expects the files sc/iemenamcquads and schemenamcperms to exist.
schemename.qxiaidB must contain an 5(3,4,v) system and schemenamcperms
must contain a
v
cycle followed by an iV"2 latin square of order v. See the
descriptions of cons2v and cons-{v for more information on file formats. 4v




Below are listed two 5(3,4,8) systems and one 5(3,4,10) system. The consSv
program described in Appendix B may be used to obtain quadruple systems of ord
ers {16,20,32,40,64,80,...} from these systems. See [LR] for methods of obtaining
quadruple systems of other admissible orders.
Two Pairwise Disjoint 5(3,4,8) Systems
0 12 7 0 12 6
0 13 6 0 13 4
0 14 5 0 1 5 7
0 2 3 5 0 2 3 7
0 2 4 6 0 2 4 5
0 3 4 7 0 3 5 6
0 5 6 7 0 4 6 7
12 3 4 1 2 3 5
12 5 6 1 2 4 7
13 5 7 1 3 6 7
14 6 7 1 4 5 6
2 3 6 7 2 3 4 6
2 4 5 7 2 5 6 7
3 4 5 6 3 4 5 7
An 5(3,4,10) System
0 12 4 0 4 6 8 2 3 4 9
0 13 6 0 5 6 7 2 3 6 8
0 15 8 1 2 3 7 2 4 5 8
0 17 9 1 2 5 6 2 4 6 7
0 2 3 5 1 2 8 9 2 5 7 9
0 2 6 9 1 3 4 8 3 4 5 6
0 2 7 8 1 3 5 9 3 5 7 8
0 3 4 7 1 4 5 7 3 6 7 9
0 3 8 9 1 4 6 9 4 7 8 9
0 4 5 9 1 6 7 8 5 6 8 9
